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Das BSI warnt: Log4j Schwachstelle.
Scanning mit Ansible

Ansible Anwender Treffen 15.02.2022
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Was ist Log4j ?
Was ist eine Zero-Day Schwachstelle?
Was wurde als Verwundbarkeit in Log4j 

entdeckt?

Ausgangsposition
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Data Resilience – Financial Impact
Pay Me Now, or Pay Me Later

$401M
cost of a 

Mega-breach
(50M-65M records)

20%
breaches caused by 

compromised 
credentials

$180
Per record cost 

of P/SII

$3.61M
average cost of a 

data breach in hybrid 
cloud environments

38%
Lost business share of 

total breach costs
$1.59M

average total cost for
lost business

10%
increase in 

average cost of a 
data breach 2020 

- 2021

Quelle: Cost of a Data Beach, IBM Security, Ponemon 2021

Two-thirds of CEOs site 
cyber threats as their top 
concern.

- Fortune

$4.24M
global average total 

cost of a
data breach

2021: Cost of a Data Breach

287 days
Average number of 
days to identify and 

contain a data breach
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https://www.veracode.com/blog/research/exploiting-jndi-
injections-java

https://www.blackhat.com/docs/us-
16/materials/us-16-Munoz-A-Journey-From-JNDI-
LDAP-Manipulation-To-RCE-wp.pdf

Historie
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JNDI Implementation

13© tiri GmbHQuelle: https://docs.oracle.com/javase/tutorial/jndi/overview

JNDI Implementation

15© tiri GmbHQuelle: https://docs.oracle.com/en/java/javase/17/
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Wie funktioniert es?

20© tiri GmbH

Wie funktioniert es?
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Wie hilft uns Ansible?

23© tiri GmbH

Verringerung der

OpEx + CapEx

Verbesserte Verfügbarkeit

Flexiblere
Bereitstellung

Cyber Resiliency

Verringerung der 
Betriebskosten durch

Modernisierung

85% with self-service data reuse have 
improved app dev speed and code quality

OS ManagementOptimierung der Infrastruktur

Quelle: Research conducted by ESG on behalf of IBM, 2020
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Wie hilft uns Ansible?

24

• Ansible Automation Platform AAP2

Simplify automation creation
and management across

multiple domains.

AgentlessSimple

Easily integrate with 
hybrid environments.

Powerful

Orchestrate complex
processes at enterprise scale.
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Wie hilft uns Ansible?
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Live Demo
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Wie hilft uns Ansible?
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Live Demo

Weitere Aktionen
Workshop Security & Threat Intelligence Monitoring

28© tiri GmbH
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Linux Systemoptimierung | Support | Betrieb | Security

tiri GmbH | Member of ACP Group
Schellerdamm 2a
D – 21079 Hamburg
www.tiri.li
TEL: +49 40 52 47 507-0
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Wir stellen ein | Wir freuen uns auf Sie !
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