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Anyone can automate...
but an enterprise needs
to coordinate and scale
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Many organizations share the same challenge

Too many unintegrated, domain-specific tools
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Ansible” Automation
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Why the Red Hat Ansible Automation Platform?

Why the Ansible Automation Platform?

Powerful 5 Simple 5 Agentless
Orchestrate complex Simplify automation creation Easily integrate with
processes at enterprise scale. and management across hybrid environments.

multiple domains.



Why the Red Hat Ansible Automation Platform?

Automate the deployment and management of automation

Your entire IT footprint

Do this...

Orchestrate Manage configurations Deploy applications Provision / deprovision Deliver continuously Secure and comply

On these...
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Why the Red Hat Ansible Automation Platform?
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What makes a platform?



What makes a platform?

‘ Red Hat

Ansible Automation Holistic automation for your enterprise -+,
Platform

s <I> &
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Create» Operate » Consume >




What makes a platform?

& RedHat

ANSIble AUtOMAtiON .. ,
Platform :
Content creators . Automation Automation Insights for Ansible
Automation controller . .
hub services catalog Automation Platform
<> . .
= ) Operators Ansible content domains
O ] ) , Cloud Network Security
=] Domain experts Linux Windows
Ansible command line
Users

Fueled by an
open source community

.............................................................................
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RedHat
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Content creators

O=r

=1

Domain experts

Discover —

Trust —

The automation lifecycle

Create

Ansible content experience

Red Hat cloud / on-premises

Automation hub

Linux

Ansible content domains

Windows

Cloud

Network

Security

....................................................................................................................................

14



Red Hat Ansible Platform technical deck: Create

o9 Ansible playbooks

- hame:
hosts: web
become: yes

tasks:
- name:
yum:
name: httpd
state: latest

- name:
template:
src: files/index.html
dest: /var/www/html/

- name:
service:
name: httpd
state: started
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What makes up an Ansible playbook?

e Plays Modules

Plugins
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Ansible plays

What am | automating?

What are they?

Top level specification for a group of tasks.
Will tell that play which hosts it will execute on
and control behavior such as fact gathering or

privilege level.

Building blocks for playbooks

Multiple plays can exist within an Ansible

playbook that execute on different hosts.

- hame:

hosts:
become:

web
yes
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Ansible modules
The “tools in the toolkit”

What are they?

Parametrized components with internal logic,

representing a single step to be done.

The modules “do” things in Ansible.

<:::> Language

Usually Python, or Powershell for Windows

setups. But can be of any language.

- name:
template

src: files/index.html
dest: /var/www/html/




Red Hat Ansible Platform technical deck: Create

Ansible plugins

The “extra bits”

What are they?

Plugins are pieces of code that augment

Ansible’s core functionality. Ansible uses a

plugin architecture to enable arich, flexible,

and expandable feature set.

{{ some_variable | to_nice_json }}
{{ some_variable | to_nice_yaml }}
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Ansible roles

Reusable automation actions

What are they?

Group your tasks and variables of your
automation in a reusable structure. Write roles
once, and share them with others who have

similar challenges in front of them.

- name:
hosts:

roles

web




21

Red Hat Ansible Platform technical deck: Create

Collections

Simplified and consistent content delivery

What are they?

Collections are a data structure containing

automation content:

» Modules

» Playbooks
> Roles

» Plugins

» Docs

» Tests
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Collections

nginx_core S Bt

—— MANIFEST.json .| — name:
—— playbooks : hosts: all
L deploy-nginx.yml ——— tasks:
— ... - name:
—— plugins : include_role:
—— README .md name: nginxinc.nginx
—— roles ) vars:
— nginx : nginx_type: plus
—— defaults
—— files : - name:
L . : include_role:
—— tasks : name: nginxinc.nginx_app_protect
—— templates vars:
L— .. : nginx_app_protect_setup_license: false
—— nginx_app_protect : nginx_app_protect_remove_license: false

—— nginx_config : nginx_app_protect_install_signatures: false
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Automation Hub

Trusted source

Customer controlled
Deploying either on-prem or to a cloud, customers can
run their own private instances of Automation Hub

integrated into Red Hat Ansible Automation Platform.

Private content

Manage the lifecycle and internal distribution of in-house

Ansible content within Private Automation hub.

Customizable Content Catalog

Via synch from community (Galaxy) and supported
(Automation Hub) sources, customers can supply internal
users with approved content in one controlled location in

Private Automation hub.

Approval dashboard

Y Repository ¥ published »+ Q

repository published X Clear all filter

Version | Date created | Status

Collection |

Namespace |

kyleabenson fest2020collection (AN 3 hours ago ] Approved

1-10f1 »

Automation Hub

Published v

Published
Red Hat Certified

Community
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Automation Execution Environments

Components needed for automation, packaged in a cloud-native way

] | B2 0 9 [

Execution
Environments 5 Universal Base Image

27
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Develop, test, run

How to develop, test and run containerized Ansible content

.......................................

Scalable

Content Automation Playbook Execution
Creator content . Environments
navigator
................... Supported e o o s s 0 0 e s e 0 e e e e 0 e
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<>

=1

Operators

Control —

Manage —

Deploy —

Operate

The automation lifecycle

Ansible Cloud Services

Automation hub

Insights for Ansible Automation Platform

Automation controller

Ansible command line

....................................................................................................................................
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A playbook run

Where it all starts

> A playbook is interpreted and run against one or
multiple hosts - task by task. The order of the

tasks defines the execution.

» |n each task, the module does the actual work.

Views

Dashboard
Jobs
Schedules
Activity Stream

Workflow Approvals

Resources

Templates
Credentials
Projects

Inventories

Hosts

Access

Organizations

Users

Teams

Administration

Jobs > AWS - ec2 enforce owner tag

Output

«BacktoJobs  Details  Output

A@® o6 - 2 colin v

" AWS - ec2 enforce owner tag Plays 1 Tasks 4 Hosts 1 Elapsed 00:00:19 o 3 i}
Stdout ~ Q
~ » S v

o

1 PLAY [this Ansible Playbook will terminate un-tagged instances] sokikiriiokioriiollor  23:30:18

2

3 TASK [grab info for un-tagged instances] 23:30:18

4 ok: [localhost]

5

6 TASK [set the untagged to a var] 23:30:21

7 ok: [localhost]

8

9 TASK [diplay AWS missing tag results] 23:30:21

10 ok: [localhost] => {

11 "msg": "There are @ AWS instances with no tags on region us-east-1\n\nAWS instance_id Launch_Date

Name\n"

12 )

13

14 TASK [turn off (state stopped) every un-tagged running instance in a region.] sk  23:30:21
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Components of Automation

/7

Playbooks [o<2 ] | Execution

v Environments
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Anatomy of Automation Operation

8 Credentials
o

Workfl ED
orkflows L=,
oy T, Centralized Logging &
APl & =]/ = Audit Trall
Webhooks \/
Ld
aooo
Automation

controller & RedHat
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Execution of content

Running at the core

» The central execution of automation contentis

managed and done either via central cluster..

> Can also sync git repositories, takes care of

execution environments, collections, credentials,

inventory and logging.

> Full audit trail of the execution, including what

version of content was executed, what variable

values were provided, etc.

Templates > AWS - ec2 enforce owner tag

Details

4 Back to Templates Details Access Notifications Schedules

Name

Job Type

Inventory

Execution Environment ®
Forks

Timeout

Job Slicing

Last Modified

Enabled Options

Credentials

AWS - ec2 enforce owner tag
run

no inventory - AP|

aws_ee

0

0

1

1/5/2022, 4:25:40 PM by admin
Concurrent Jobs

Cloud: Sean AWS

Jobs

Survey

Description
Organization
Project
Playbook
Verbosity
Show Changes

Created

A0 o -

stop all instances without an owner tag
Public Cloud Group

aws ec2 operational project
playbooks/no_tagsyaml

0 (Normal)

Off

4/15/2021, 9:59:03 AM by seanc

& colin ¥
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Inventories and credentials

How to talk to others

> Aninventory is a collection of hosts (nodes) with

associated data and groupings that the

automation platform can connect to and manage:

Nodes
- Groups
- Can be static or dynamic

- Smart inventories possible

» And what usernames and passwords do you use

during connection? That is kept in the credentials.

Inventories > ServiceNow

Hosts

4 Back to Inventories Details Access Groups Hosts Sources

Q Delete

0 Name +

Name T

ApplicationServerHelpdesk

ApplicationServerPeopleSoft

Jobs

I W o ] e -~ & colin v

1-160f16 ~

Actions
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Workflows

Combine automation to create

something bigger

> Workflows enable the creation of powerful holistic

automation, chaining together multiple pieces of

automation and events.

> Simple logic inside these workflows can trigger

automation depending on the success or failure

of previous steps.

Jobs > AWS - ec2 enforce owner tag workflow

Output

4 Back to Jobs Details Output

= AWS - ec2 enforce owner tag workflow

%" TotalNodes 5

& colin +

0 ¥/
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API

Integration of automation into

larger workflows

> The API provides programmatic access to the

automation via a defined interface.

» Underneath it is still powered by the same bits and

pieces which are at the core: workflows,

inventories, etc.

> |t offers simple integration into other tools like
ITSM, SOAR, etc.

REST API 1 colin (@ Log out

REST API / Version2 / Execution Environment List

Execution Environment List OPTIONS

GET /api/v2/execution_environments/

HTTP 200 0K

Allow: GET, POST, HEAD, OPTIONS

Content-Type: application/json

Vary: Accept

X-API-Node: localhost

X-API-Product-Name: Red Hat Ansible Automation Platform
X-API-Product-Version: 4.1.0

X-API-Time: 0.034s

“count": 5,
"next": null,
"previous": null,
"results": [

“ig¥s 5;

"type": "execution_environment",

"url": "/api/v2/execution_environments/5/",

"related": {
“created_by": "/api/v2/users/1/",
"modified_by": “/api/v2/users/1/",
"activity_stream": '/api/v2/execution_environments/5/activity_stream/",
"unified_job_templates": "/api/v2/execution_environments/5/unified_job_templates/",
"copy": "/api/v2/execution_environments/5/copy/"

GET ~
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Jobstatus  RecentJobs  Recent Templates

Dashboards

Understand what is going on

AAAAAAAAA

nnnnnnnnnnnnn

vvvvvvvvvvvvvvvvvv

Overview of the actual cluster, the jobs

happening, the nodes connected, what works

and fails right at this moment.

nnnnnnnnnnnnnnnnnn

cases of automation; insight into adoption of

automation per organization.

Overview across clusters, better insight into use

& RedHat
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Users

Users

Users

42
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Next steps

Where to go next

LEETMENERRD ©00000000000000000000000000000606000600000000000060600000C¢

» Workshops
» Documents

» Youtube
‘ Red Hat » Twitter
Ansible Automation c
et started .....................................................
Platform .

» cloud.redhat.com

Get Serious .....................................................

» Red Hat Automation Adoption Journey

» Red Hat Training
» Red Hat Consulting



https://github.com/ansible/workshops
https://docs.ansible.com/
https://www.youtube.com/channel/UCPJo5UY1KsP7J1BuHmiWNzQ
https://twitter.com/ansible
https://www.redhat.com/en/technologies/management/ansible/try-it
https://cloud.redhat.com/
https://www.redhat.com/en/resources/services-journey-automation-adoption-brief
https://www.ansible.com/products/training-certification
https://www.ansible.com/products/consulting

Th a n k y O u IN linkedin.com/company/red-hat

B youtube.com/user/RedHatVideos

Red Hat is the world's leading provider of enterprise

open source software solutions. Award-winning f facebook.com/redhatine

support, training, and consulting services make

Red Hat a trusted adviser to the Fortune 500. Y twitter.com/RedHat




