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/ Einleitung




/ Wer sind Wir

Tom Morelly

25 Jahre

System Engineer

System Vertrieb Alexander GmbH

@FalcoSuessgott O
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Philipp Felwor

30 Jahre
System Engineer

System Vertrieb Alexander GmbH

@pfelwor O



Uber uns

/ Unternehmen

21
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6 TOP

Branchen

- Y

Automotive Retail

Maschinen & Finance &
Anlagenbau Insurance

§1 (%

Public

W\

Telekommu-

nikation



Produkte

/ Produktportfolio auf einen Blick
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Datacenter-
Infrastructure

Storage- & Server-
Systeme

IP-Netzwerk-Infrastruktur

Software Defined Data
Center / Container

Cloud & Automation

Hyperconverged

Business
Continuity

Archivierung

Backup und Recovery
Disaster Recovery
High Availability
Notfallplanung
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Mainframe

Services / Consulting
zHosting

zBusiness Services

IBM System z Hardware
Managed Services

End User

Computing
Application & Desktop
(CAD/E) Virtualization
Virtual Workspace &
Mobility
Application, Information &
Device Management
Unified Endpoint

010110

N0
o710
Ly &loT

onoTr

Big Data Analytics

Data Science & Al

Operational & Security
Analytics

Business Intelligence
Internet of Things

Data Engineering &

Management Microservices
ﬁﬁ(:g Management @ IT Security
— Software Asset Management — Information Security &

Enterprise Asset Management
IT Service Management
Enterprise Service Management

Compliance Consulting

— IT-Security-Architektur

& -Integration

— Penetration Testing

— IT-Security Managed Services

— Security Incident Response

SAP

— SAP Technologie

— SAP Solution Manager
— SAP Analytics

— SAP Security

— SAP Lizenzmanagement

[>

=

O
— DevOps & Agile Kultur
— Software-Entwicklung

Agile IT & Soft-
ware Development

<
[

— Infrastructure as Code &
Configurations Management

— CICD Pipeline/Toolchain

— Container-Plattformen &
Cloud Management



/ Einleitung

Was ist Molecule?
e Testframework fiir Ansible Rollen und Playbooks

 Ermoglicht:
* Test driven Development (TDD)

* Automatisiertes Testen gegen verschiedene Distributionen und Versionsstande

that wil fai M

Molecule

Write
tests

( Test—-driven x
development
To make thnas nce @ — @‘ro pass the test
codge
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/ Einleitung

Was ist Molecule?
e Existiert seit Ende 2015
*  Community-Maintained als Teil des Projekts “Ansible by Red Hat”

* in Python geschrieben

\

Molecule

& ansible-community / molecule @Watch ~ 123 geUnstr 29k  t9Fok 512

¢»Code () lssues 40 i Pull requests 1 ) Discussions () Actions  [J Wki () Security |~ Insights

P master + P 10branches ©172tags Go to file Add file = About

Molecule aids in the development and
e klorenz Add description of environment variables (#2915) v 477820 42 minutes ago (%) 2,241 commits testing of Ansible roles

B .config/molecule Load molecule config from VCS is possible 8 months ago ¢ molecule.readthedocs.io
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/ Einleitung

Red Hat
Enterprise Linux

<[> // > docker @ ugtu

e Qlebian Y

ANSIBLE

H'“
=)
= v
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/ Getting Started




/ Installation

aktuelle Version: v3.1.5

$) python3 -m pip install "molecule[ansible]" REQUirementS:
e Python>=3.6
e Ansible>= 2.9

"l[atest two major versions"
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/ Initialisierung

o0
$> tree

defaults

$> molecule init role ansible-role-httpd molecule # molecule configuration directory

L— default
— converge.yml
— INSTALL.rst
F—— molecule.yml # main configuration file
L— verify.yml

README . md

tasks

L— main.yml

templates

tests

— inventory

L— test.yml

vars

L— main.yml

Initialized role in $PWD/ansible-role-httpd successfully.

T ITr T T T

directories, files
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/ Konfiguration

dependency:
name: galaxy
driver:
name: docker
platforms:

- name: instance
image: docker.
pre_build_image:

provisioner:

name: ansible

verifier:

name: ansible
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/pycontribs/centos:

dependency
* Use Ansible Galaxy to resolve role dependencies
e Default: galaxy

e Options: ...

lint:

* lint: |
ansible-lint
yaml-lint

driver:

*  The driver to delegate the task of creating instances
e Default: docker
*  Options: podman, delegated, vagrant

platforms
*  Which instances to create, name and to which group eachinstance belongs

provisioner
*  Tool for managing the lifecycle of the instances

Scenario:
*  Scenario sequence order
* 1scenario= N Actions (lint, syntax, idempotence)

verifier
*  \Verifier framework that executes the tests
*  Default: ansible
*  Options: testinfra, goss, ...



/ Workflow
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# Run test suite (lint, cleanup,
$>» molecule test

# configure instances
$> molecule converge

# login to instances
$> molecule login

# destroy instances
$> molecule destroy

# run only tests
$> molecule verify

syntax,

destroy,




/ Hands-On

SVA




/ Szenario

Ausgangssituation:
e ansible-role-httpd bisher getestet fir CentOS7

Ziel: /

* support CentOS8, Ubuntu, Debian, .. Ayl GitLab

o

Molecule

Wie kannich eine Ansible Rolle effizientund

automatisiert fiir verschiedene Distributionen und \ /
. L Cl/CD
Versionen maintainen?
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/ molecule/default/tests/test_apache.py

Testdriven development (TDD) - first things first!

testinfra:

Docs: https://testinfra.readthedocs.io/

Pfad: molecule/default/tests/

Bendtigter Datei-Prafix: test * ’ \
Verfligbare Module: ‘ A

* process

+ package test infra

° |p
* sysinfo

29.10.2020 / 17



/ tasks/main.yml molecule/default/playbook.yml

: apt update
: true

: yes
: yes

: ansible_os_family == 'Debian’'

Converge
all

: Install apache2

- "{{ apache_package }}"
- curl
: present

: Override Apache vars for Red Hat.

f Copy a web page.
httpd
httpd
ansible_os_family == 'RedHat'’

itle>Hello world!</title></head>
ello world!</body>
: "/var/www/html/index.html"
'0600'
: restart apache

ansible_molecule_demo

: Ensure Apache is running and starts at boot.

: "{{ apache_service }}"
: started
¢ true
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/ molecule/default/molecule.yml

* dependency

e galaxy
. driver:
. docker

. platforms

. aktueller $Cl-Job oder "centos7"

*  SystemD Container fir Molecule testing

(https://hub.docker.com/u/geerlingguy/)

° provisioner
IE:-centos7}-ansible:latest" . ansible

*  playbook.yml
. Scenario:

lint— runyamllintand ansible-linton YAML files, and flake8 on the Python test files

ylecule/default/yaml-1lint.yml

destroy = make surethat anyinfrastructurefromprevious tests is gone

dependency — (optional) download any dependencies from Ansible Galaxy

: ${MOLECULE_PLAYBOOK:-p

syntax —> run ansible-playbook --syntax-check on the molecule/default/playbook.yml file
defdlult create —> create the instances usingthe configured driver (docker, ec2, vagrant, etc.)
prepare —> (optional) run a playbook to prepare the instances after create has finished
converge —> run molecule/default/playbook.yml on the infrastructure

idempotence — run the playbookagainto check that nothing is marked as changed

side_effect — (optional) runa playbookthat has side effects on the instance

verify = runtests on the instances (testinfrais the default)

destroy —> tear down the infrastructureand clean up
*  verifier

29.10.2020 / 19 . testinfra



https://hub.docker.com/u/geerlingguy/

/ .gitlab-ci.yml

: registry.gitlab.com/falcosuessgott/ansible_molecule_demo

docker:dind

docker -v
ansible --version
molecule --version

mkdir public

anybadge -1 $CI_JOB_NAME -v=failing -f public/$CI_JOB_NAME.svg passing=green failing=red
molecule test
anybadge -0 -1 $CI_JOB_NAME -v=passing -f public/$CI_JOB_NAME.svg passing=green failing=red

: 4 weeks
: always

- public/$CI_JOB_NAME.svg
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/ git push

Pipeline DAC Jobs 7 Tests 0

Test Deploy

ansible_molecule_demo
@ centos? = @ pages =

Ansible Role for installing and configuring apache on:

- . - - p— ” — vy — ———

@ centos8 [ @ pages:deploy 0s passing centos8 | passing centos7 | passing ubuntu1804 | passing ubuntuz004 | passing debianl0 | passing
@ debian10 < Description

Demo Project for testing ansible with molecule for ansible-anwender meeting 29.10.2020 (https://www.ansible-anwender.de/2020/10/06/ _trashed/)
() ubuntuisos ([
() ubuntuzoos [

29.10.2020 / 21



/ Tipps & Tricks




/ Tipps & Tricks

* SUSER muss docker ausfiihren kdnnen
usermod —aG SUSER docker

I’'m sorry Dave,
e testinfra: I'm afraid I can’t do that.

ansible_facts nur via SSH (vagrant, delegated) verfigbar /‘“

* moleculeinitscenrio SROLE_ NAME ®
rm SPWD/molecule/default/{create, destroy}.yml -/
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Resources

SVA




/ Links

* https://gitlab.com/FalcoSuessgott/ansible molecule demo

* https://molecule.readthedocs.io/en/latest/

* https://github.com/ansible-community/molecule

e https://github.com/aelsabbahy/goss

* https://github.com/philpep/testinfra

o https://www.jeffgeerling.com/blog/2018/testing-your-ansible-roles-molecule
* https://docs.gitlab.com/ee/ci/yam|/README.html
* https://www.youtube.com/watch?v=gCSa8N-EvJO
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https://gitlab.com/FalcoSuessgott/ansible_molecule_demo
https://molecule.readthedocs.io/en/latest/
https://github.com/ansible-community/molecule
https://github.com/aelsabbahy/goss
https://github.com/philpep/testinfra
https://www.jeffgeerling.com/blog/2018/testing-your-ansible-roles-molecule
https://docs.gitlab.com/ee/ci/yaml/README.html

Server manuell
konfigurieren

Server mit Skripten
konfigurieren

Vielen Dank fir

Ihre Aufmerksamkeit! Eeiers

konfigurieren

Serverkonfiguration mit
Ansible automatisiert
testen lassen




